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Introduction



Welcome to ISO 27001 Foundation Practice Tests! This comprehensive e-
book contains 150 multiple-choice practice questions designed to help you
pass the ISO 27001 foundation exam. The ISO 27001 standard is an
internationally recognized standard for information security management
systems (ISMS). This exam tests your knowledge of the standard and its
requirements, and is a key step in becoming certified in information
security management. Our practice tests are designed to simulate the actual
exam, so you can be confident in your abilities when it comes time to take
the real test. With a thorough understanding of the standard and the ability
to apply it in practice, you will be well on your way to achieving your ISO
27001 certification. So, whether you're a professional looking to advance
your career or a business looking to improve your information security, this
e-book is the perfect resource for you!

Questions:



Chapter 1 - Introduction to ISO 27001
1. What is an Information Security Management System (ISMS)?

A. A set of policies and procedures for managing sensitive company
information

B. A software tool for managing security risks.
C. A physical security system
D. A consulting service for security compliance

2. What are the two main parts of ISO 27001 standard?
A. Risk management and compliance
B. Governance and technical controls
C. Leadership and management
D. Implementation and maintenance

3. What is the purpose of ISO 27001?
A. To provide a framework for managing sensitive company

information
B. To ensure compliance with government regulations
C. To improve an organization's overall security posture
D. All of the above

4. What are the benefits of implementing ISO 27001?
A. Improving an organization's overall security posture
B. Enhancing an organization's reputation and credibility
C. Facilitating compliance with legal and regulatory requirements
D. All of the above

5. What is the main difference between ISO 27001 and ISO 27002?
A. ISO 27001 is a standard and ISO 27002 is a code of practice
B. ISO 27001 is for management and ISO 27002 is for technical

implementation



C. ISO 27001 is for small businesses and ISO 27002 is for large
organizations

D. ISO 27001 is for government agencies and ISO 27002 is for
private sector

6. Which of the following best describes the structure of ISO 27001?
A. A set of guidelines for implementing a data backup plan
B. A framework for establishing, implementing, maintaining, and

continually improving an Information Security Management
System (ISMS)

C. A set of regulations for protecting personal data in the healthcare
industry

D. A standard for ensuring the security of industrial control systems

7. Which of the following sections are included in the structure of ISO
27001?

A. Information security management system
B. Resource management
C. Business continuity planning
D. Human resources management

8. In which section of ISO 27001 standard is "Clause 6" is mentioned?
A. Section 4 - The Planning Phase
B. Section 5 - The Support Phase
C. Section 6 - The Operation Phase
D. Section 7 - The Performance Evaluation Phase

9. How can an organization ensure the availability of their information
systems according to the ISO 27001 standard?

A. By implementing regular backups and disaster recovery plans
B. By implementing strict access controls and monitoring user

activity
C. By implementing firewalls and intrusion detection systems



D. By implementing encryption and secure communication
protocols

10. What are the common types of confidentiality controls implemented in
an ISMS as per ISO 27001 standard?

A. Encryption and firewalls
B. Access controls and intrusion detection
C. Backup and disaster recovery
D. Physical security and surveillance

11. Which of the following best describes the principle of "integrity" in the
context of ISO 27001?

A. Ensuring that only authorized individuals have access to sensitive
information

B. Maintaining the accuracy and completeness of information
throughout its lifecycle

C. Ensuring that information is protected from unauthorized
modification or destruction

D. Ensuring that information systems are available for their intended
purpose

12. Which of the following best describes the principle of "integrity" in the
context of ISO 27001?

A. Ensuring that only authorized individuals have access to sensitive
information

B. Maintaining the accuracy and completeness of information
throughout its lifecycle

C. Ensuring that information is protected from unauthorized
modification or destruction

D. Ensuring that information systems are available for their intended
purpose

13. Which of the following would be the most appropriate action for an
organization to take in order to ensure the confidentiality, integrity, and
availability of their information assets, according to the principles of an



Information Security Management System (ISMS) as outlined in ISO
27001?

A. Implementing firewalls and antivirus software on all company
computers

B. Providing regular security awareness training for all employees
C. Conducting regular risk assessments and implementing controls

to mitigate identified risks
D. Restricting access to certain information assets to only a select

group of individuals

14. A company is in the process of implementing an Information Security
Management System (ISMS) in accordance with ISO 27001. The
company's IT department is responsible for managing the ISMS, but they
are unsure of how to proceed with the implementation. Which of the
following options would be the best course of action for the IT department
to take?

A. Hire an external consultant to handle the implementation of the
ISMS

B. Assign a single employee within the IT department to oversee the
implementation of the ISMS

C. Form a cross-functional team within the company to handle the
implementation of the ISMS

D. Outsource the implementation of the ISMS to a third-party
vendor

15. Your company is in the process of implementing ISO 27001
requirements. Your management team is unsure about what the next steps
should be. Which of the following actions would be the most appropriate to
take?

A. Hire an external consultant to guide the process
B. Assign a team within the organization to take on the

responsibility
C. Take no further action and wait for further guidance
D. Outsource the responsibility to a third-party vendor



16. In a company's effort to implement ISO 27001 requirements, which of
the following steps would be considered the MOST important?

A. Creating a detailed project plan
B. Conducting a gap analysis
C. Obtaining management buy-in and support
D. Developing a comprehensive security policy

17. What is the first step in implementing ISO 27001 requirements within
an organization?

A. Conducting a risk assessment
B. Developing an Information Security Policy
C. Designing and implementing controls
D. Obtaining management commitment

18. A company is looking to implement the ISO 27001 standard and has
identified the following steps as part of the implementation process:

A. Conducting a gap analysis
B. Developing an information security policy
C. Training employees on the new standard
D. Implementing a new software system for managing information

security

19. What is the main purpose of documenting ISO 27001 requirements?
A. To ensure compliance with legal and regulatory requirements
B. To demonstrate the effectiveness of the Information Security

Management System (ISMS)
C. To provide a clear understanding of the organization's

information security risks
D. To aid in the implementation and maintenance of the ISMS

20. Which of the following documents is required to be maintained as per
ISO 27001 standard?

A. Employee handbook
B. Statement of applicability



C. Health and safety manual
D. Employee performance evaluations

21. What are two required documentations for an organization to be
compliant with ISO 27001?

A. Information Security Policy
B. Risk treatment plan
C. Employee handbook
D. Annual budget report

22. What are the benefits of implementing ISO 27001?
A. Improved compliance with regulatory requirements
B. Increased customer trust and confidence
C. Enhanced reputation and competitive advantage
D. Reduced risk of data breaches and cyber attacks

23. A company is considering implementing ISO 27001 in order to improve
their overall information security. Which of the following benefits would be
most important to the company in this scenario?

A. Improved customer trust and confidence
B. Increased efficiency in managing information security
C. Cost savings through streamlined processes
D. Enhanced compliance with industry regulations

24. A company is considering implementing ISO 27001 in order to improve
their overall security posture. Which of the following benefits would be
most relevant to the company in this scenario?

A. Improved brand reputation
B. Increased legal compliance
C. Reduced insurance costs
D. Improved employee productivity



25. Is ISO 27001 a standard that defines the technical details for
information security, e.g., how to configure a firewall?

A. Yes
B. No



Chapter 2 - The Planning Phase
1. Which of the following statements represents an external issue?

A. Organizational culture
B. Economic environment
C. The structure of the company
D. The business strategy

2. What is the first step in the planning phase of implementing an ISMS?
A. Identifying the scope of the ISMS
B. Developing the Information Security Policy
C. Conducting a risk assessment
D. Understanding the organization and its context

3. What is the purpose of determining the scope of an ISMS?
A. To identify which areas of the organization will be covered by the

ISMS
B. To identify which information assets need to be protected
C. To identify which information security standards need to be met
D. All of the above

4. What are the key elements of effective communication in an ISMS?
A. Who needs to be communicated to
B. What needs to be communicated
C. How communication will be done
D. All of the above

5. What is the difference between internal and external communication in
an ISMS?

A. Internal communication involves communication within the
organization, external communication involves communication



with external stakeholders
B. Internal communication involves communication with customers,

external communication involves communication with suppliers
C. Internal communication involves communication with

management, external communication involves communication
with employees

D. Internal communication involves communication with regulatory
bodies, external communication involves communication with
the public

6. Who is responsible for managing the awareness program in an ISMS?
A. The ISMS manager
B. The security officer
C. All employees
D. All of the above

7. Which of the following statements describes an ISMS scope?
A. Company X’s ISO 27001 certificate is valid until November 22,

2028
B. The Information Security Management System (ISMS) applies to

the provision of software development and implementation, as
well as outsourcing of IT services including maintenance of
hardware and software, operating from the offices in London and
Edinburgh

C. The ISMS has implemented all the controls from Annex A
D. Company X has implemented ISO 9001 and ISO 27001

8. How can top management demonstrate leadership and commitment to the
Information Security Management System?

A. Documenting the information security policies and procedures
B. Ensuring the resources necessary for the ISMS
C. Creating exceptions to the security rules for top management
D. Dedicating one week a year for information security, while the

rest of the time is dedicated to everyday activities



9. The following statements are requirements for the Information Security
Policy:

A. It should include detailed information about the roles and
responsibilities of the employees

B. It should include relevant technical details and security rules
C. It should provide a framework for setting information security

objectives
D. It must include the ISMS scope

10. Which of the following responsibilities and authorities are relevant for
the person responsible for reporting on the performance of the ISMS to top
management?

A. Updating the Statement of Applicability
B. Training employees on ISMS rules
C. Conducting a campaign for ISMS awareness raising
D. Measuring the KPIs (Key Performance Indicators)

11. Which of the following objectives represents a measurable information
security objective?

A. Ensure 99.9% availability of the company’s services annually
B. Decrease the average time for solving incidents by 10% during

the next 12 months
C. Increase the information security awareness of employees
D. Strengthen the overall capabilities of the Information Security

Management System in the next six months

12. For effective implementation of incident management software in
Company Y, the following resources should be available:

A. Available person and time to conduct analysis of the most
suitable software for incident management in Company Y

B. Responsible person for coordinating the implementation of the
procedure

C. Available time for all employees to pass short training on how to
use the incident management software for reporting incidents



D. All of the above

13. Which of the following statements represents requirements from the
ISO 27001 standard?

A. All employees should have an ISO 27001 Introduction certificate
B. Keep records as evidence of competence
C. Assign a security mentor to each employee
D. All employees shall have university degrees

14. Information security awareness raising helps employees become
information security experts:

A. True
B. False

15. Communication rules should cover the following elements:
A. When the scheduled internal audit is scheduled
B. What should be communicated
C. Standard form for communication for each media used (e.g.,

social media, press, television, etc.)
D. Why information security objectives are important

16. When creating a new document, you should take into consideration the
following aspects:

A. Storing the document wherever is suitable for you
B. Adding in as many examples as you can
C. Saving the document in the appropriate file format
D. The document is very well written, so it doesn’t need a title. It is

pretty much obvious what it is

17. In a scenario where Company X is implementing an ISMS, what are the
key considerations for determining the scope of the ISMS?

A. The physical location of the company's assets
B. The types of data and information processed by the company



C. The legal and regulatory requirements the company must comply
with

D. The company's organizational structure and lines of
communication

18. In a scenario where a company is implementing an ISMS, which of the
following actions best demonstrates leadership according to ISO 27001?

A. Allowing employees to make decisions on their own regarding
information security

B. Ignoring feedback and suggestions from employees regarding the
ISMS

C. Actively participating in the implementation and ongoing
maintenance of the ISMS

D. Outsourcing all responsibilities related to the ISMS to a third-
party vendor

19. In a scenario where a company is implementing an ISMS, which of the
following actions would demonstrate commitment to the system according
to ISO 27001?

A. Allocating a budget for the ISMS implementation
B. Assigning a dedicated team to handle the ISMS implementation
C. Regularly reviewing and updating the ISMS documentation
D. Providing the ISMS team with necessary resources

20. A company is in the process of creating an Information Security Policy
as part of their implementation of an ISMS according to ISO 27001. Which
of the following elements should be included in the policy to ensure its
effectiveness?

A. A list of all employees and their job titles
B. Detailed instructions for how to handle security incidents
C. A clear statement of the company's commitment to maintaining

the confidentiality, integrity, and availability of information



D. A list of all software and hardware used by the company

21. Who is responsible for ensuring the effectiveness of the Information
Security Management System (ISMS)?

A. The Chief Information Security Officer (CISO)
B. The Top Management Representative
C. The Information Security Officer
D. The Chief Executive Officer

22. Who is responsible for providing the necessary resources for the
Information Security Management System?

A. The Chief Executive Officer
B. The Chief Information Security Officer
C. The Management Representative
D. The Information Security Officer

23. What are the key resources to consider when implementing an ISO
27001 Information Security Management System (ISMS)?

A. Human resources
B. Technical resources
C. Financial resources
D. Physical resources

24. What measures should be taken to ensure the competence of personnel
in a ISO 27001 compliant organization?

A. Training
B. Recruitment
C. Certification
D. Appraisal

25. What is the best way to ensure that all personnel are aware of their
responsibilities within the scope of the ISO 27001 standard?

A. Provide regular training sessions
B. Establish a communication plan



C. Publish all relevant policies and procedures
D. Issue regular security reminders



Chapter 3 - Risk Management
1. In Company X, the risk methodology used for their ISMS includes
identifying and evaluating risks, but they are unsure if they should also
include a risk treatment plan. Which of the following options best aligns
with the requirements of ISO 27001 for risk methodology?

A. Identifying and evaluating risks only
B. Identifying and evaluating risks, and implementing a risk

treatment plan
C. Identifying risks only, and leaving evaluation and treatment to the

discretion of individual departments
D. Outsourcing risk management to a third-party vendor

2. Risks and opportunities need to be addressed in order to:
A. Demonstrate management commitment
B. Ensure achievement of the ISMS outcomes
C. Prevent or reduce the financial and operational losses
D. Ensure all employees are aware of the risks and opportunities

3. What is the appropriate order for the steps from the Risk Management
Process?

A. Identify, Assess, Analyze, Mitigate
B. Assess, Identify, Mitigate, Analyze
C. Analyze, Mitigate, Assess, Identify
D. Mitigate, Identify, Assess, Analyze

4. Which of the following represents assets from an information security
perspective?

A. Bathroom
B. Unauthorized modification
C. Software
D. Low awareness of information security



5. In a risk analysis related to ISO 27001, which of the following are true?
A. Organizations must identify, assess, and document risks.
B. Organizations must prioritize risk management activities.
C. Organizations must develop action plans to address identified

risks.
D. Organizations must provide a written statement of compliance.

6. What is the primary outcome of a risk analysis related to ISO 27001?
A. Identification of risks
B. Prioritizing of risk management activities
C. Development of action plans
D. Written statement of compliance

7. Which of the following is an example of risk mitigation in ISO 27001?
A. Eliminating unnecessary access to confidential data
B. Outsourcing IT services
C. Implementing regular backups
D. Replacing hardware every 3 years

8. Which of the following is a risk mitigation strategy for ISO 27001?
A. Increasing the frequency of backups
B. Implementing encryption
C. Developing a disaster recovery plan
D. Purchasing new hardware

9. What must be considered when accepting a risk in a scenario based on
ISO 27001?

A. Risk assessment
B. Impact analysis
C. Cost-benefit analysis
D. Mitigation strategy

10. What are some methods of risk transfer in ISO 27001?



A. Insurance
B. Outsourcing  
C. Separation of duties
D. Process redesign

11. Who is responsible for managing the risks identified in an ISO 27001
audit?

A. The Auditor
B. The Risk Owner
C. The Risk Assessor
D. The Risk Manager

12. What is the risk impact if an organization fails to implement appropriate
technical and organizational measures to protect confidential data?

A. Loss of customer trust
B. Compromise of confidential data
C. Potential legal action
D. Damage to the organization's reputation

13. Which of the following is a factor used to determine risk according to
ISO 27001?

A. The amount of resources available
B. The cost to the organization
C. The potential impact of the risk
D. The probability of the risk occurring

14. Which of the following actions are accepted as good risk treatment
practices?

A. Ignoring the risk
B. Risk sharing
C. Risk acceptance
D. Doubling the risk

15. The Statement of Applicability document should include:



A. Only the controls from Annex A
B. All the controls from Annex A and any additional controls that

might be identified in the risk treatment process
C. Only additional controls that might be identified in the risk

treatment process
D. The risk owner

16. What is the purpose of the Statement of Applicability according to ISO
27001?

A. To identify the security controls implemented within an
organization.

B. To document the risk assessment and risk treatment process.
C. To demonstrate an organization’s commitment to information

security.
D. To identify assets and the associated risks.

17. What is the purpose of a Risk Treatment Plan?
A. To identify, evaluate, and control risks
B. To document potential risks
C. To document the responses to a risk
D. To create a list of acceptable risks

18. Which one of the following is a step in the risk management process:
A. Define the information Security Policy
B. Create the risk treatment plan
C. Understand the organization and its context
D. Report the incidents to the top management

19. According to ISO 27001, the risk assessment must include which one of
the following elements:

A. Risk evaluation
B. Risk transfer
C. Defining the risk assessment methodology



20. In a scenario where a company is evaluating potential risks to their
information security, which of the following is NOT a valid method for risk
evaluation according to ISO 27001?

A. Assessing likelihood and impact of each identified risk
B. Comparing risks to a pre-determined set of criteria
C. Consulting with industry experts to determine potential risks
D. Ignoring risks that have a low likelihood of occurrence

21. In a scenario where a company is implementing an ISMS according to
ISO 27001, which of the following options is the correct way to perform
risk evaluation?

A. Assess the likelihood of each potential risk and assign a
numerical value

B. Only consider risks that have occurred in the past
C. Only consider risks that have the potential to cause a major

impact on the organization
D. Only consider risks that are outside of the organization's control

22. Risk analysis includes assessment of the impact the risk can have on the
company and assessment of the likelihood that the identified risk could
really happen. The assessment scale for the impact and the likelihood must
vary between the values of 1 and 10.

A. Yes
B. No

23. During the risk evaluation process according to ISO 27001, which of
the following is NOT a recommended approach for identifying potential
risks?

A. Reviewing past incidents and near-misses
B. Conducting a threat analysis
C. Implementing a new software system without testing
D. Consulting external experts and industry standards

24. After formulating a risk treatment plan, the Statement of Applicability
must be documented.



A. True
B. False

25. The Statement of Applicability must include the following information:
A. The risk treatment option associated with each control from

Annex A and any additional controls that might be identified in
the risk treatment process

B. Information regarding whether the listed controls are
implemented in the organization

C. The risk owner
D. The value of the risk



Chapter 4 - The Do Phase
1. Choose which of the following statements can be documented as results
for the follow-up from the implementation of a control-card-controlled
access to the server room:

A. The internal audit is conducted
B. Half of the people who work in the server room are trained in the

use of the card readers
C. Analysis of the log and the video surveillance show that the card-

controlled access to the server room is very effective
D. Cheaper equipment for card-controlled access than the one

implemented is available on the market

2. ISO 27001 requires that every aspect of the ISMS should be documented.
A. True
B. False

3. It is mandatory to change the ISMS documentation (modify, update,
delete, add new documents, etc.) at least once per year:

A. True
B. False

4. Companies that have implemented ISO 27001 are not allowed to
outsource critical operations, because that can have a negative impact on
the information security.

A. True
B. False

5. Changes in an organization can be planned and unplanned. Both types of
changes should be controlled and their consequences reviewed.

A. True
B. False



6. According to you, which of the listed changes that can happen in a
company may require conducting a re-assessment of risks?

A. Hiring a new employee
B. Outsourcing the IT maintenance process to an IT company
C. Buying new furniture
D. Buying a new laptop for the office manager

7. What are the key components that should be included in the risk
treatment plan, according to ISO 27001?

A. The likelihood of the identified risks
B. The impact of the identified risks
C. The proposed controls to mitigate the identified risks
D. The cost of implementing the proposed controls

8. In a scenario where a company is implementing an ISMS, what is the
most important factor to consider when formulating a risk treatment plan
according to ISO 27001?

A. The cost of implementing the controls
B. The likelihood and potential impact of the identified risks
C. The company's compliance with other regulatory standards
D. The ease of implementation for the IT department

9. A company is in the process of implementing the risk treatment plan
identified during their risk assessment. Which of the following is the most
important factor to consider when implementing controls to mitigate
identified risks?

A. The cost of the controls
B. The ease of implementing the controls
C. The effectiveness of the controls in mitigating the identified risks
D. The ability to monitor and measure the controls

10. When implementing the information security risk treatment plan, one
must:



A. Take into consideration available resources
B. Document the information security risk treatment plan
C. Re-assess the risks
D. Implement all controls from Annex A

11. ISO 27001 requires companies to document the results of the risk
treatment.

A. True
B. False

12. The Do phase moves companies from a stage where they plan
information security to a stage where they implement information security
and protect the information.

A. True
B. False

13. ISO 27001 requires the change management procedure to be
documented.

A. True
B. False

14. Operating an Information Security Management System (ISMS) means:
A. Auditing all of the activities described in the ISMS policies and

procedures
B. Producing ISMS records
C. Certifying the ISMS
D. Maintaining highly detailed ISMS documentation

15. What is the purpose of the ISMS documentation required by ISO
27001?

A. To provide proof of compliance to auditors
B. To ensure consistent and efficient processes throughout the

organization



C. To provide a clear understanding of the scope and boundaries of
the ISMS

D. To provide a historical record of changes made to the ISMS

16. In a scenario where a company is undergoing an ISO 27001 certification
audit, which of the following documents would the auditor typically request
to review as part of the ISMS documentation requirement?

A. Employee handbook
B. Emergency evacuation plan
C. Risk assessment report
D. Sales forecast

17. Your company has recently undergone a risk assessment and identified a
high risk in the area of network security. In order to mitigate this risk,
management has decided to implement a firewall to protect against
unauthorized access. Which of the following is the next step in the control
implementation process according to ISO 27001?

A. Document the firewall implementation in the company's ISMS
records

B. Test the firewall to ensure it is functioning properly
C. Train employees on the proper use of the firewall
D. Formulate a risk treatment plan for future network security

threats

18. What is the main goal of control implementation in an ISMS according
to ISO 27001?

A. To ensure the ISMS is functioning properly
B. To protect the organization's assets
C. To meet regulatory compliance requirements
D. To improve the organization's overall efficiency

19. What is the primary purpose of monitoring and reviewing the ISMS
according to ISO 27001?



A. To ensure compliance with legal and regulatory requirements
B. To identify and evaluate the effectiveness of the controls in place
C. To identify opportunities for improvement in the ISMS
D. To demonstrate the ISMS is achieving its objectives

20. In a scenario where a company has recently implemented an ISMS
based on ISO 27001, which of the following is the MOST important step in
the ongoing monitoring and review process?

A. Conducting regular internal audits
B. Implementing new controls as needed
C. Documenting all incidents and their resolutions
D. Evaluating the effectiveness of the ISMS on a yearly basis

21. In the event of a security incident at Company X, which of the
following actions should be taken first according to ISO 27001 guidelines?

A. Notify the affected parties and the public
B. Conduct a thorough investigation to determine the root cause
C. Report the incident to the relevant regulatory bodies
D. Implement temporary countermeasures to contain the incident

22. What is the primary objective of incident management according to ISO
27001?

A. To prevent incidents from occurring
B. To detect incidents as soon as possible
C. To respond to incidents in an appropriate manner
D. To recover from incidents effectively

23. Which of the following is NOT a step in the incident management
process according to ISO 27001 in a scenario where a data breach occurs at
a retail company?

A. Identification of the incident
B. Containment of the incident
C. Eradication of the incident
D. Shopping for new office supplies



24. In XYZ Company, what is the recommended process for reporting and
recording incidents according to ISO 27001 guidelines?

A. Employees should report incidents to their immediate supervisor
and the IT department

B. Incidents should only be reported to the IT department and not
shared with any other department

C. Incidents should be reported to the IT department and the
incident management team for further investigation

D. Incidents should be reported to the IT department and the senior
management team for review and analysis

25. Which of the following is NOT a best practice for incident management
according to ISO 27001:

A. Assign a specific team member to be in charge of managing
incidents

B. Immediately notify all employees of an incident as soon as it
occurs

C. Wait to see if an incident resolves itself before taking any action
D. Document all incidents and their resolution in a centralized

incident log



Chapter 5 - The Check And Act Phase
1. The purpose of the management review is to evaluate the results of the
measurements and analyses and make crucial decisions.

A. True
B. False

2. A nonconformity is when a certain incident happens in the organization.
A. True
B. False

3. ISO 27001 requires companies to continually improve:
A. The ISO 27001 standard by publishing new versions of the

standard
B. The suitability, adequacy, and effectiveness of the Information

Security Management System
C. The quality of the company’s services

4. ISO 27001 requires companies to evaluate the information security
performance and effectiveness of the ISMS through:

A. Mentoring
B. Awareness raising
C. Measuring
D. Implementation

5. As part of the process for evaluating the information security
performance and effectiveness of the ISMS, ISO 27001 requires companies
to:

A. Monitor and measure the incident management process
B. Determine the methods for monitoring
C. Document a procedure for the evaluation of ISMS effectiveness
D. Nominate at least three responsible persons for conducting

monitoring and measurements, so data tampering risk is reduced



6. The objective of the internal audit is to identify who is responsible for the
information security problems in the organization.

A. True
B. False

7. ISO 27001 requires the top management to conduct management review
meetings for reviewing the ISMS of the company.

A. True
B. False

8. In order for top management to review the suitability, adequacy, and
effectiveness of the ISMS of the company, which one of the following
aspects should be covered:

A. Opportunities for improvement
B. Feedback from employees regarding the new cafeteria
C. An overview of the configuration parameters of the network

router
D. The financial status of the company

9. In order to effectively monitor the performance and effectiveness of an
ISMS, which of the following methods should be used according to ISO
27001?

A. Surveys of employees
B. Review of security-related incidents and their causes
C. Analysis of ISMS-related costs and benefits
D. All of the above

10. What is a recommended activity to monitor the ISMS?
A. Regularly review the list of business assets
B. Conduct security audits
C. Store all documents in a secure location
D. Create detailed user profiles

11. What are the criteria to be used in an internal audit of an organization’s
information security management system according to ISO 27001?

A. Documentation, implementation, monitoring and review



B. Documentation, implementation and review
C. Documentation, implementation and maintenance
D. Documentation and review

12. What should an organization consider when carrying out an internal
audit of its information security management system?

A. Whether the system complies with the applicable laws and
regulations

B. Whether the system is regularly monitored and updated
C. Whether the system is regularly tested
D. Whether the system meets the organization’s security objectives

13. What should an organization focus on when carrying out an internal
audit of its information security management system?

A. The effectiveness of the system
B. The cost of the system
C. The efficiency of the system
D. The security of the system

14. What are the key components of an internal audit report according to
ISO 27001?

A. Audit objectives - this outlines the purpose of the audit, such as
to evaluate the effectiveness of the organization's information
security management system (ISMS).

B. Audit scope - this outlines the areas which were audited and any
specific requirements that were not included in the scope.

C. Audit findings - this outlines the issues identified during the audit
and any recommendations for improvement.

D. Audit conclusion - this is a summary of the audit findings and
any recommendations for improvement.

15. What is the purpose of an internal audit report according to ISO 27001?
A. To evaluate the effectiveness of the organization's ISMS;
B. To identify any areas for improvement.
C. To provide evidence of the organization's compliance with the

standard.



D. All of the above

16. What are the main objectives of a management review according to ISO
27001?

A. To confirm that the information security management system
(ISMS) is suitable, adequate and effective

B. To assess the risks associated with the ISMS
C. To establish objectives for improvement
D. To review the financial status of the organization

17. What are the key outputs of a management review according to ISO
27001?

A. An updated risk register
B. A list of corrective actions
C. A revised ISMS policy
D. A revised budget

18. What are the benefits of a management review according to ISO 27001?
A. To ensure compliance with legal and regulatory requirements
B. To identify opportunities for improvement
C. To assess the risks associated with the ISMS
D. To review the financial status of the organization

19. What are the three stages of a nonconformity according to ISO 27001?
A. Identification, investigation, and resolution
B. Assessment, investigation, and corrective action
C. Assessment, correction, and closure
D. Identification, correction, and closure

20. What should an organization do when a nonconformity is identified?
A. Investigate the nonconformity and implement corrective action
B. Investigate the nonconformity and report it
C. Identify the nonconformity and report it
D. Identify the nonconformity and implement corrective action

21. What are the four types of nonconformities associated with ISO 27001?



A. Minor nonconformity: A minor nonconformity is a
noncompliance with one or more requirements of the ISO 27001
standard that has no significant impact on the security of the
system or the implementation of the ISMS.

B. Major nonconformity: A major nonconformity is a
noncompliance with one or more requirements of the ISO 27001
standard that has a significant impact on the security of the
system or the implementation of the ISMS.

C. Critical nonconformity: A critical nonconformity is a
noncompliance with one or more requirements of the ISO 27001
standard that has a severe impact on the security of the system or
the implementation of the ISMS.

D. Observation: An observation is a noncompliance with one or
more requirements of the ISO 27001 standard that does not have
an impact on the security of the system or the implementation of
the ISMS, but could lead to a nonconformity if it is not rectified.

22. What are the necessary steps when responding to a corrective action
request according to the ISO 27001 standard?

A. Identify the root cause of the problem and take steps to address it.
B. Document the corrective action taken to remedy the issue.
C. Monitor and evaluate the effectiveness of the corrective action.
D. Implement preventive measures to reduce the likelihood of

recurrence.

23. What is the best way to ensure continual improvement within the ISO
27001 framework?

A. Regularly review and update the information security
management system

B. Implement additional security controls
C. Monitor and audit the security system
D. Train employees on security policies

24. ISO 27001 requires the chief information security manager to be
responsible for monitoring and measurement of the ISMS.

A. True
B. False



25. The main purpose of the internal audit is to help identify problems in
the company and to identify who is responsible for those problems in order
to initiate appropriate disciplinary actions.

A. True
B. False



Chapter 6 - Overview Of Annex A
1. All 93 controls listed in ISO 27001 Annex A must be implemented.

A. True
B. False

2. The purpose of the A.6 People controls section of Annex A is:
A. To punish people who don’t follow the rules
B. To help the company to employ high-quality people
C. To ensure that people working under the company understand

and fulfill their information security responsibilities
D. To prevent information disclosure by employees

3. Which of the following information security controls represent physical
security controls?

A. Public and private encryption keys
B. Ensuring the proper return of assets
C. Securing equipment against theft when used outside of offices
D. Defining guidelines for classification of information

4. The technological controls from ISO 27001 Annex A are focused on the
direct protection of data and information systems used.

A. True
B. False

5. To ensure that information security is integrated into the new information
systems, companies should conduct the following activities:

A. Test the security features of the new systems
B. Document a Change Management Policy
C. Make updates on information systems as soon as vulnerabilities

are identified
D. Identifying information security requirements for application

services transactions is the job of the company that produces the
information system, not the company that buys it



6. Technological controls from ISO 27001 Annex A are those controls that
are essential for ensuring secure operations of the IT infrastructure of the
company.

A. True
B. False

7. Information security should be addressed in every project, regardless of
its type.

A. True
B. False

8. According to ISO 27001, Annex A, information and assets should be
managed by:

A. Defining a classification framework considering the levels
Public, Internal, Confidential, and Top Secret

B. Defining expected behavior on the use of assets
C. Implementing an asset management software
D. By ensuring the former employee signs the Return of Asset form

when leaving the organization

9. According to ISO 27001, Annex A, operational security should be
managed by:

A. Defining rules that will forbid access by third parties
B. Defining how information can be transferred between

organizations
C. Documenting procedures focusing only on employees from the

IT department
D. Having security documents not related to regular IT processes

10. Security requirements can be agreed upon verbally with suppliers.
A. True
B. False

11. Management of information security incidents includes learning from
the incidents.

A. True



B. False

12. The controls related to compliance are focused primarily on avoiding
breaches of intellectual property rights.

A. True
B. False

13. Controls related to information security policies require documenting a
set of policies for defining information security rules. These policies are:

A. High-level policies that set the basic approach of the company for
information security

B. Mandatory
C. Topic-specific policies
D. Updated at least once per year

14. The physical controls from section A.7 cover two sub-topics: controls
for securing the area, and controls for securing the equipment.

A. True
B. False

15. Section A.5 Organizational controls requires documenting operational
procedures that will be available to everyone in the organization who needs
them.

A. True
B. False

16. Section A.6 People controls aims to ensure that people are aware of
their responsibilities regarding information security, have the necessary
training, and will take proper measures to protect the information.

A. True
B. False

17. Section A.5 defines controls related to supplier management. These
controls aim:

A. To ensure that failure to deliver reports as defined in agreements’
clauses is properly handled

B. To ensure that suppliers exceed the agreed levels of performance



C. To ensure that controls to treat risks related to suppliers are
properly identified, agreed, monitored, and reviewed

D. To force suppliers to pay out damages that are incurred as a
consequence of incidents

18. What is the purpose of people controls in ISO 27001?
A. To ensure that only authorized individuals have access to

sensitive information
B. To track the amount of time employees spend on specific tasks
C. To monitor employee internet usage
D. To implement background checks for new hires

19. A company is concerned about the security of their sensitive data and
wants to implement stronger people controls to prevent unauthorized
access. Which of the following options would be the most effective in
achieving this goal?

A. Installing security cameras throughout the office
B. Conducting background checks on all employees
C. Implementing a strict password policy
D. Providing annual security awareness training for all employees

20. Which of the following is considered a physical control in an ISO
27001 compliant environment?

A. Employee background checks
B. Firewall implementation
C. Biometric access controls
D. Encryption of sensitive data

21. A company is concerned about the security of their data center. Which
of the following is a physical control that can be implemented to secure the
data center?

A. Employee background checks
B. Fire suppression system
C. Access controls on network devices
D. Anti-virus software



22. Which of the following is an example of a technological control that can
be implemented to protect an organization's information assets according to
ISO 27001?

A. Security cameras
B. Background checks on employees
C. Firewall
D. Regularly scheduled employee trainings

23. An organization is concerned about unauthorized access to their
network. Which of the following would be considered a technological
control to mitigate this risk?

A. Background checks for employees
B. Installing a firewall
C. Conducting regular security training for employees

24. A company's management team is considering implementing new
security controls to comply with ISO 27001. Which of the following
options would be considered an organizational control?

A. Installing security cameras in the building
B. Developing a security incident response plan
C. Restricting employee access to sensitive data based on job role
D. Updating anti-virus software on all company computers

25. What is an example of an organizational control in accordance with ISO
27001?

A. Encryption of sensitive data
B. Background checks for new employees
C. Regularly scheduled backups of important data
D. Installation of firewalls on network devices

Answers and explanations:



Chapter 1 - Introduction to ISO 27001

1. A

Explanation:

An Information Security Management System (ISMS) is a framework of
policies, procedures, and guidelines for managing sensitive and confidential
information. It is designed to protect an organization's information assets
from unauthorized access, use, disclosure, disruption, modification, or
destruction. The ISMS is based on a risk management approach, which
includes identifying and evaluating potential risks to the organization's
information assets, implementing controls to mitigate those risks, and
monitoring the effectiveness of those controls. ISO 27001 is an
international standard that provides a framework for implementing an ISMS
and it's used to manage and protect sensitive information.

2. D

Explanation:
Implementation and maintenance are two key stages in the process of
implementing an Information Security Management System (ISMS)
according to the ISO 27001 standard.
Implementation involves putting the necessary policies, procedures, and
controls in place to meet the requirements of the standard. This includes
conducting a risk assessment to identify potential threats to the
organization's information assets, implementing controls to mitigate those
risks, and developing a plan for monitoring and reviewing the effectiveness
of those controls. During the implementation phase, it is important to
involve all relevant stakeholders to ensure that the ISMS is tailored to the
specific needs of the organization.
Maintenance involves ongoing activities to ensure that the ISMS remains
effective and relevant to the organization. This includes monitoring and
reviewing the effectiveness of the controls, updating policies and
procedures as needed, and conducting regular internal and external audits to



ensure compliance with the standard. Additionally, it is important to address
any non-conformities identified during the audit process and implement
corrective actions as needed.

3. D

Explanation:
The purpose of ISO 27001 is to provide a framework for managing
sensitive and confidential information in order to protect it from
unauthorized access, use, disclosure, disruption, modification, or
destruction. It is an international standard that provides requirements for an
Information Security Management System (ISMS) that can be implemented
by any organization, regardless of its size or industry.
ISO 27001 is based on a risk management approach, which includes
identifying and evaluating potential risks to the organization's information
assets, implementing controls to mitigate those risks, and monitoring the
effectiveness of those controls. The standard provides a systematic and
comprehensive approach to managing sensitive information, which helps
organizations to protect their assets, maintain their reputation, and comply
with legal and regulatory requirements.

4. D
Explanation:
There are several benefits to implementing ISO 27001, including:
Improved security: The standard provides a systematic and comprehensive
approach to managing sensitive and confidential information, which helps
organizations to protect their assets, maintain their reputation, and comply
with legal and regulatory requirements.
Increased efficiency: By implementing ISO 27001, organizations can
improve their information security management processes, which can lead
to increased efficiency and cost savings.
Better risk management: The standard is based on a risk management
approach, which helps organizations to identify and evaluate potential risks
to their information assets, implement controls to mitigate those risks, and
monitor the effectiveness of those controls.



Enhanced reputation: Organizations that implement ISO 27001 can
demonstrate their commitment to information security to their customers,
partners, and other stakeholders, which can enhance their reputation and
build trust.
Compliance: ISO 27001 helps organizations to comply with legal and
regulatory requirements related to information security, which can help
organizations to avoid costly fines and penalties.
Improved Business Continuity: By implementing an ISMS based on ISO
27001, an organization can identify and mitigate potential threats to their
information assets, which can help to improve business continuity in the
event of a security incident.
Competitive Advantage: Organizations that are certified against the
standard are demonstrating that they have the appropriate controls in place
to protect sensitive information and that they have been independently
assessed by a certifying body, this can provide a competitive advantage in
the market.

5. A

Explanation:
The main difference between ISO 27001 and ISO 27002 is that ISO 27001
is a standard for an Information Security Management System (ISMS)
while ISO 27002 is a code of practice for information security management.
ISO 27001 is a standard that provides the requirements for an ISMS and
outlines the framework for implementing, maintaining, and continually
improving information security. It is a certification standard that
organizations can use to demonstrate their commitment to information
security to their customers, partners, and other stakeholders.
ISO 27002, on the other hand, is a code of practice that provides guidelines
and general principles for initiating, implementing, maintaining, and
improving information security management in an organization. It gives
practical advice on how to meet the requirements of the standard, and it's a
practical tool for understanding the standard and how to apply it in an
organization.

6. B



Explanation:
ISO 27001 is an internationally recognized standard that provides a
framework for establishing, implementing, maintaining, and continually
improving an Information Security Management System (ISMS). It is
designed to help organizations protect their sensitive information and
manage the risks associated with information security. It is not a set of
guidelines for implementing a data backup plan, a set of regulations for
protecting personal data in the healthcare industry or a standard for ensuring
the security of industrial control systems.

7. A, C
Explanation:
ISO 27001 is structured as a series of sections, or clauses, that provide a
comprehensive framework for information security management. Section 4
of the standard covers the information security management system
(ISMS), which is the core of the standard and includes the requirements for
establishing, implementing, maintaining, and continually improving an
ISMS. Section 8 of the standard covers the operational planning and
control, which includes the requirements for business continuity planning.
The other options are not included in the structure of ISO 27001.

8. C

Explanation:
Clause 6 is part of the risk management process, which is covered in
Section 6 - The Operation Phase of the ISO 27001 standard. This section
covers other clauses related to risk management such as 6.1.1 (Addressing
risks and opportunities) and 6.1.3 (Information security risk treatment).



9. A

Explanation:

An organization can ensure the availability of their information systems
according to the ISO 27001 standard by implementing the following
controls:

Regularly backing up data and storing it off-site to protect
against data loss or disaster.
Implementing a disaster recovery plan that includes procedures
for restoring data and systems in the event of a failure.
Regularly testing the disaster recovery plan to ensure that it is
effective.
Ensuring that critical systems and data are stored on secure and
reliable servers, with redundant systems in place to minimize the
risk of system failure.
Providing regular maintenance and upgrades to the servers and
systems to ensure that they are operating at optimal levels.
Implementing security controls to prevent unauthorized access to
the systems and data, such as firewalls and intrusion detection
systems.
Regularly monitoring the systems for any signs of unauthorized
access or other security breaches.
Conducting regular risk assessments to identify potential threats
and vulnerabilities and implement appropriate controls to
mitigate those risks.

10. A

Explanation:
Confidentiality controls are implemented to protect the confidentiality of
information, which means ensuring that information is not disclosed to
unauthorized parties. Encryption is a process of converting plaintext into an
unreadable format, making it difficult for unauthorized parties to access the
information. Firewalls are network security systems that control access to
and from a network and can be used to prevent unauthorized access to the



system. Access controls and intrusion detection, backup and disaster
recovery, and physical security and surveillance are all important for
information security, but they do not directly address confidentiality.

11. B, D

Explanation:
Integrity is one of the three key principles of information security outlined
in ISO 27001, along with confidentiality and availability. It refers to the
measures taken to ensure that information is accurate, complete, and
protected from unauthorized modification or destruction. Option B and C
are correct because they both relate to maintaining the integrity of
information, while option A and D relate to other principles of information
security.

12. B

Explanation:
The primary goal of an ISMS as outlined in the ISO 27001 standard is to
protect the confidentiality, integrity, and availability of information. This
includes protecting against unauthorized access, alteration, destruction or
disruption of information, and ensuring that the information is available to
authorized parties when needed. The ISMS is a framework that helps
organizations identify, assess, and manage risks to their information assets
and implement controls to minimize those risks. Options A, C, and D are
also important goals, but they are secondary to the primary goal of
protecting the confidentiality, integrity and availability of information.

13. C

Explanation:
ISO 27001 sets out the requirements for an ISMS, which is a systematic
approach to managing sensitive company information so as to keep it
secure. One of the key principles of an ISMS is that the organization
regularly identifies and assesses the risks to the confidentiality, integrity,
and availability of its information assets, and then puts controls in place to
treat those risks. This is the most appropriate action for an organization to



take in order to ensure the security of their information assets. While A, B,
and D may also contribute to the security of information assets, they are not
sufficient on their own and must be part of a comprehensive, risk-based
approach.

14. C

Explanation:
According to ISO 27001, the implementation of an ISMS should involve
input and participation from multiple departments and individuals within an
organization. This includes, but is not limited to, IT, HR, Legal, and
management. By forming a cross-functional team, the company can ensure
that all aspects of the ISMS are being considered and that the
implementation is aligned with the company's overall goals and objectives.
Option A and D would be too expensive and option B would not have
enough resources to implement the ISMS.

15. A, B

Explanation:
Hiring an external consultant to guide the process of implementing ISO
27001 requirements can provide valuable expertise and knowledge on best
practices and industry standards. It also ensures that the process is carried
out in a systematic and efficient manner. Assigning a team within the
organization to take on the responsibility is also important as it ensures that
the team members are familiar with the organization's structure, culture and
processes and can provide the necessary support and guidance. Option C is
not a good idea as it would lead to a delay in the process and may not be in
line with the organization's goals. Option D is not a good idea as it would
lead to loss of control over the process and may not be cost-effective.

16. C



Explanation:
Obtaining management buy-in and support is crucial for the success of any
ISO 27001 implementation project. Without the support of senior
management, it can be difficult to secure the resources and funding needed
to complete the project and ensure that the necessary changes are made
throughout the organization. Additionally, without the support of
management, it can be difficult to ensure that the necessary changes are
made throughout the organization and that employees are properly trained
to comply with the new policies and procedures.

17. A
Explanation:
The first step in implementing ISO 27001 requirements within an
organization is to conduct a risk assessment. This is because it is necessary
to identify the risks to the availability, integrity, and confidentiality of the
organization's information assets in order to determine the appropriate
controls to implement. Once the risks have been identified, it is possible to
develop an Information Security Policy, design and implement controls, and
obtain management commitment.

18. A, B, C

Explanation:
A gap analysis is necessary to identify any areas of the organization's
current information security practices that do not meet the requirements of
the ISO 27001 standard. Developing an information security policy is a
requirement of the standard, as outlined in clause 5.2. Training employees
on the new standard is necessary to ensure that they are aware of their roles
and responsibilities in maintaining the security of the organization's
information. Implementing a new software system for managing
information security is not a requirement of the ISO 27001 standard, but it
could be an effective tool in helping the organization to meet the standard's
requirements.

19. B, D



Explanation:
The main purpose of documenting ISO 27001 requirements is to
demonstrate the effectiveness of the ISMS by providing a clear
understanding of the organization's information security risks, and to aid in
the implementation and maintenance of the ISMS. This includes
documenting the scope of the ISMS, the information security policy, and
the procedures and controls in place to manage information security risks.
Additionally, documentation is also needed to conduct regular internal
audits and management reviews to ensure the continued effectiveness of the
ISMS.

20. B
Explanation:
The Statement of Applicability (SoA) is a document that outlines the scope
of an organization's Information Security Management System (ISMS) and
the specific security controls that have been implemented to protect
information assets. It is a mandatory document to be maintained as per ISO
27001 standard as it provides a clear understanding of the scope of the
ISMS, the assets that are being protected, and the specific security controls
that are in place to protect those assets.

21. A, B

Explanation:
Organizations must have an Information Security Policy, which outlines the
organization's approach to managing information security risks, and a Risk
treatment plan, which documents the steps the organization will take to
address identified risks. These documents are essential for compliance with
ISO 27001. The employee handbook and annual budget report, while
important for the organization, are not specifically required for compliance
with ISO 27001.

22. A, B, C, D

Explanation:



All of the options A, B, C and D are correct as ISO 27001 is an
internationally recognized standard for information security management
and implementing it provides benefits such as improved compliance with
regulatory requirements, increased customer trust and confidence, enhanced
reputation and competitive advantage, and reduced risk of data breaches
and cyber attacks. Organizations that implement ISO 27001 can
demonstrate their commitment to information security to customers,
partners, and regulators, which can lead to increased business opportunities
and a stronger reputation. Additionally, implementing ISO 27001 can help
organizations identify and address potential security risks, reducing the
likelihood of data breaches and cyber attacks.

23. A, B

Explanation:
In this scenario, the company is likely looking to improve their overall
information security in order to increase customer trust and confidence.
This would be important for building and maintaining positive relationships
with customers, and for maintaining the company's reputation. Additionally,
improved efficiency in managing information security would be important
for the company in order to effectively protect their information assets and
minimize the risk of security breaches. While cost savings and compliance
are also potential benefits of implementing ISO 27001, they are not as
critical in this scenario as building trust and improving efficiency.

24. A, B
Explanation:
Implementing ISO 27001 can lead to a number of benefits for an
organization, but in this scenario, the company is primarily interested in
improving their overall security posture. Therefore, the benefits that would
be most relevant to them would be improved brand reputation and increased
legal compliance. Improving brand reputation is important because a
company that has been certified as compliant with ISO 27001 is seen as
more trustworthy and reliable by customers, partners, and other



stakeholders. Increased legal compliance is also important, as ISO 27001
can help organizations meet a wide range of legal and regulatory
requirements related to information security. The other options, reduced
insurance costs and improved employee productivity, while they can be
benefits of implementing ISO 27001, would not be as relevant in this
specific scenario.

25. B

Explanation:
ISO 27001 specifies the requirements for establishing, implementing, and
maintaining information security in organizations. It specifies what needs to
be achieved; it doesn’t specify any technical details of how things should be
done.



Chapter 2 - The Planning Phase

1. B

Explanation:
In the context of ISO 27001, the economic environment refers to the
external factors that can affect an organization's ability to achieve its
information security objectives. These factors include changes in the
market, shifts in consumer demand, and fluctuations in the economy.
Organizations must take into account the economic environment when
planning their information security management system (ISMS), as it can
impact the resources available for implementing and maintaining the ISMS.
Additionally, changes in the economic environment may also affect the
risks and threats to the organization's information assets. Therefore,
organizations need to consider how economic changes may impact the
organization's ability to achieve its information security objectives and how
it will manage that risk.

2. D

Explanation:



The first step in the planning phase of implementing an ISMS (Information
Security Management System) is to understand the organization and its
context. This includes evaluating the current state of the organization's
information security, identifying any relevant legal or regulatory
requirements, and assessing the organization's risk appetite. Additionally, it
is important to understand the needs and expectations of interested parties
such as customers, employees, and shareholders. This information can be
used to determine the scope of the ISMS and to develop an information
security policy that aligns with the organization's overall goals and
objectives.

3. D

Explanation:
The first step in the planning phase of implementing an ISMS (Information
Security Management System) is to understand the organization and its
context. This includes evaluating the current state of the organization's
information security, identifying any relevant legal or regulatory
requirements, and assessing the organization's risk appetite. Additionally, it
is important to understand the needs and expectations of interested parties
such as customers, employees, and shareholders. This information can be
used to determine the scope of the ISMS and to develop an information
security policy that aligns with the organization's overall goals and
objectives.

4. D

Explanation:
The key elements of effective communication in an ISMS include:

A clear understanding who needs to be communicated to
A clear understanding what needs to be communicated
A clear understanding of the information security risks and how
they relate to the organization's objectives
A clear understanding of the roles and responsibilities of all
parties involved in the ISMS, including management, employees,
and external stakeholders



A clear and consistent process for reporting and addressing
information security incidents and nonconformities
A clear and consistent process for reviewing and updating the
ISMS, including policies, procedures, and controls.

5. A

Explanation:
Internal communication in an ISMS refers to the communication that takes
place within the organization, such as between different departments or
between management and employees. It focuses on ensuring that all
employees are aware of their roles and responsibilities in relation to
information security, and that they have the necessary knowledge and skills
to fulfill them.
External communication in an ISMS, on the other hand, refers to
communication that takes place between the organization and external
parties, such as customers, partners, and suppliers. It focuses on ensuring
that the organization's information security policies and procedures are
clearly communicated to these parties and that they understand the
organization's expectations of them in terms of information security.
The main difference between the two is that internal communication
focuses on ensuring that the organization's own employees understand and
comply with the ISMS, while external communication focuses on ensuring
that external parties understand and comply with the ISMS.

6. A

Explanation:
In an ISMS, the management is typically responsible for managing the
awareness program. This includes setting the objectives for the program,
allocating resources, and ensuring the program is implemented effectively.
Additionally, the management should also ensure that the awareness
program is regularly reviewed and updated as needed to ensure its
continued effectiveness.



7. B

Explanation:
The scope should include the services or products that the company
provides, and the locations included in the scope.

8. B

Explanation:
Top management can demonstrate leadership and commitment to the
Information Security Management System (ISMS) in several ways,
including:

Clearly communicating the importance of information security to
the organization and its stakeholders.
Establishing and communicating an information security policy
that aligns with the organization's overall goals and objectives.
Providing the necessary resources, including funding and
personnel, to support the ISMS.
Appointing a senior management representative to be responsible
for the ISMS and ensuring that they have the necessary authority
and resources to perform their role.
Regularly reviewing the ISMS to ensure that it remains effective
and relevant to the organization's needs.
Communicating the expectations of interested parties and
ensuring that they are met.
Communicating the ISMS to internal and external stakeholders
and providing them with the necessary information to understand
the ISMS.
Continuously monitoring the ISMS to ensure that it achieves its
intended objectives.
Ensuring that the ISMS is integrated into the organization's
overall management framework.
Communicating the ISMS to the employees and encouraging
them to actively participate in its implementation and
maintenance.



9. C

Explanation:
A top level ISO 27001 Information Security Policy should provide a clear
and concise statement of the organization's commitment to maintaining the
confidentiality, integrity, and availability of its information assets. It should
also outline the objectives and scope of the ISMS, including the specific
information security risks that the organization aims to address.
Additionally, the policy should establish the roles and responsibilities of all
personnel within the organization in relation to information security, as well
as the procedures and controls that will be implemented to protect
information assets. The policy should also be reviewed and approved by top
management, and communicated to all employees and relevant external
parties.

10. D

Explanation:
Measuring the Key Performance Indicators (KPIs) is important when
reporting on the performance of the ISMS to top management because it
allows them to see how well the system is functioning and where
improvements can be made. KPIs are quantifiable measurements that
indicate how well a process or system is performing in relation to specific
goals and objectives. They provide a clear and objective way for top
management to understand the effectiveness of the ISMS and to identify
areas where the system may need to be improved. This information can then
be used to make informed decisions about the allocation of resources and to
make changes to the system in order to improve its overall performance. By
regularly monitoring and reporting on the KPIs, top management can ensure
that the ISMS is effectively managing the organization's information
security risks and providing value to the organization.

11. B

Explanation:
According to ISO 27001, a measurable information security objective
should include the following information:



The specific area of information security to be addressed, such as
availability, integrity, or confidentiality.
The target to be achieved, such as a specific level of protection or
a specific reduction in risk.
The time frame for achieving the target, such as a specific date or
a specific period of time.
The means of measuring progress towards achieving the target,
such as monitoring system logs or conducting regular penetration
testing.
The responsibilities and roles of those who will be involved in
achieving the objective, such as specific individuals or teams.
The resources required to achieve the objective, such as budget,
staff, or equipment.
The expected outcomes or benefits of achieving the objective,
such as increased security or compliance with regulatory
requirements.

By including this information in an objective, an organization can ensure
that the objective is specific, measurable, achievable, relevant, and time-
bound (SMART) and can track the progress and success of their
information security efforts.

12. D

Explanation:
According to ISO 27001, for effective implementation of incident
management software in Company Y, the following resources should be
available:

Adequate personnel with the necessary knowledge, skills and
experience to operate and maintain the incident management
software.
A defined incident management process that includes clear roles
and responsibilities for incident reporting, investigation, and
resolution.



Adequate technical infrastructure, including hardware and
software, to support the incident management software.
Procedures for the regular testing and maintenance of the
incident management software to ensure its ongoing
effectiveness.
Procedures for reporting and documenting incidents, including
the identification and recording of all relevant information.
Procedures for reviewing and analyzing incident data to identify
trends and potential areas for improvement in the incident
management process.
Procedures for implementing corrective and preventive actions to
address any issues identified through incident analysis and to
prevent recurrence of similar incidents in the future.

13. B

Explanation:
According to the ISO 27001 standard, an organization should maintain
records as evidence of the competence of persons performing work
affecting the ISMS. These records should be kept up-to-date and should be
made available to internal and external auditors upon request. The standard
also states that the organization should ensure that the personnel performing
work affecting the ISMS are aware of the relevance and importance of their
activities and how they contribute to the achievement of the ISMS
objectives.

14. B

Explanation:
Awareness-raising campaigns help employees understand information
security better, but that doesn’t make them experts on the topic.

15. B

Explanation:
The key elements of effective communication in an ISMS include:



A clear understanding who needs to be communicated to
A clear understanding what needs to be communicated
A clear understanding of the information security risks and how
they relate to the organization's objectives
A clear understanding of the roles and responsibilities of all
parties involved in the ISMS, including management, employees,
and external stakeholders
A clear and consistent process for reporting and addressing
information security incidents and nonconformities
A clear and consistent process for reviewing and updating the
ISMS, including policies, procedures, and controls.

16. C

Explanation:
According to the ISO 27001 standard, when creating a new document, the
following should be taken into consideration:

1. The purpose and scope of the document
2. The intended audience and their level of understanding
3. The level of detail and complexity required
4. The format and layout of the document.

17. B, C

Explanation:
When determining the scope of the ISMS, it is important to consider the
types of data and information processed by the company (Option B) in
order to ensure that all relevant assets are included in the scope.
Additionally, it is important to consider the legal and regulatory
requirements the company must comply with (Option C) as these may have
an impact on the scope of the ISMS. The physical location of the company's
assets (Option A) and the company's organizational structure and lines of



communication (Option D) are not directly relevant to determining the
scope of the ISMS.

18. C

Explanation:
According to ISO 27001, leadership and commitment from top
management is essential for the successful implementation and ongoing
maintenance of an ISMS. This includes active participation in the
implementation process, setting an example for employees to follow, and
making information security a priority within the organization. Option A)
Allowing employees to make decisions on their own regarding information
security would not be considered as a demonstration of leadership as it's not
described in the standard, Option B) Ignoring feedback and suggestions
from employees regarding the ISMS would not be considered as a
demonstration of leadership as it's not described in the standard. Option D)
Outsourcing all responsibilities related to the ISMS to a third-party vendor
would not be considered as a demonstration of leadership as it's not
described in the standard.

19. A, B, C, D

Explanation:
ISO 27001 states that commitment to the ISMS should be demonstrated
through actions such as allocating a budget for the implementation,
assigning a dedicated team to handle the implementation, regularly
reviewing and updating the ISMS documentation, and providing the ISMS
team with necessary resources. All of these actions are necessary for a
successful ISMS implementation and demonstrate the company's
commitment to maintaining the system.

20. C

Explanation:
According to ISO 27001, an effective Information Security Policy should
include a clear statement of the company's commitment to maintaining the



confidentiality, integrity, and availability of information. This statement
should outline the company's commitment to protecting its information
assets and outline the company's expectations for the behavior of its
employees, contractors, and third-party service providers in relation to
information security. Option A and D are not directly relevant to the policy,
while option B is a part of incident management and should be covered in a
separate policy or procedure.

21. B

Explanation:
The Top Management Representative is responsible for ensuring the
effectiveness of the ISMS, as stated in clause 5.5.2 of ISO 27001. The
CISO is accountable for the ISMS, the Information Security Officer is
responsible for the implementation and maintenance of the ISMS, and the
Chief Executive Officer is responsible for providing the necessary resources
for the ISMS.

22. A

Explanation:
The Chief Executive Officer is responsible for providing the necessary
resources for the Information Security Management System as stated in
clause 5.5.1 of ISO 27001. This includes providing the necessary personnel,
financial, and physical resources to ensure the effectiveness of the ISMS.
The Chief Information Security Officer is accountable for the ISMS, the
Management Representative is responsible for ensuring the effectiveness of
the ISMS, and the Information Security Officer is responsible for the
implementation and maintenance of the ISMS. Therefore, the correct
answer to the question is A) The Chief Executive Officer.

23. A, B, D

Explanation:
Human resources are essential for the planning, implementation, and
maintenance of an effective ISMS. The roles and responsibilities of
personnel must be clearly defined and communicated to ensure that the



system is properly implemented. Technical resources are necessary to
implement an ISMS. This includes hardware, software, networks, and other
IT infrastructure. Financial resources are needed to ensure that adequate
funding is available to support the ISMS. This includes budgeting for
personnel, training, hardware, software, and other costs. Physical resources
are also critical for the successful implementation of an ISMS. This
includes the physical environment and access to facilities, equipment, and
data.

24. A, C

Explanation:
Training is important to ensure the personnel in a ISO 27001 compliant
organization have the necessary skills and knowledge to perform their
duties. This is done through an organized program of instruction, coaching
and mentoring. Recruitment is another important measure that should be
taken to ensure the personnel have the necessary skills to perform their
duties. Certification is also important for personnel to prove their
competency in certain areas of the organization. Finally, appraisal is used to
measure the performance of personnel and determine if they are meeting the
necessary competency standards.

25. A, B

Explanation:
Training sessions and communication plans are both essential for ensuring
that personnel are aware of their responsibilities within the scope of ISO
27001. Regular training sessions provide personnel with the necessary
knowledge and skills to be able to meet their obligations under the standard.
Establishing a communication plan enables personnel to stay up to date on
any changes or updates to the standard, as well as any new policies or
procedures that may be implemented. Publishing policies and procedures is
important for providing personnel with the necessary guidance to comply
with the standard, but it does not guarantee that personnel will become
aware of their responsibilities. Regular security reminders can help
personnel to stay vigilant and aware of the security measures in place, but
they do not guarantee that personnel are aware of their responsibilities.



Chapter 3 - Risk Management

1. B

Explanation:
According to ISO 27001, the risk management process must include
identifying and evaluating risks, as well as implementing a risk treatment
plan. Option A only includes identifying and evaluating risks and does not
cover risk treatment, which is mandatory according to the standard. Option
C only covers identifying risks and leaves evaluation and treatment to the
discretion of individual departments, not following the standard. Option D
outsources the whole process which is not in line with the standard.
Therefore, option B is the correct answer as it aligns with the requirements
of ISO 27001 for risk methodology by including identifying, evaluating and
implementing a risk treatment plan.

2. B

Explanation:
Risks and opportunities need to be addressed according to ISO 27001 in
order to ensure the security of information assets and to ensure an effective
ISMS. By identifying and addressing risks and opportunities, organizations
can better protect their information assets from unauthorized access,
misuse, loss, or destruction. Additionally, by addressing opportunities,
organizations can take advantage of potential gains or advantages to better
meet their security objectives.

3. A

Explanation:
The Risk Management Process is typically composed of four steps: Identify,
Assess, Analyze and Mitigate. The order of the steps should be Identify,
Assess, Analyze and Mitigate, which is the answer option A. In the Identify
step, the aim is to identify the sources of risk and the assets affected. The
Assess step is used to determine the likelihood of the risk and its potential



impact. The Analyze step is used to determine the risk level and the
controls to be implemented. Finally, in the Mitigate step, the appropriate
risk treatments are chosen and implemented.

4. C

Explanation:
Assets in the context of ISO 27001 are any resources that are important to
an organization, such as hardware, software, data, personnel, and
intellectual property. Hardware assets include computers, servers, and other
physical devices. Software assets include operating systems, applications,
and other software programs. Data assets include information stored in
databases, files, and other storage media. Personnel assets include any
people involved in the organization, such as employees and contractors.
Intellectual property assets include any intellectual property created or
owned by the organization, such as patents, trademarks, and copyrights.

5. A, B

Explanation:
Organizations must identify, assess, and document risks in order to
prioritize appropriate risk management activities. Developing action plans
to address identified risks is also part of the risk analysis process as outlined
in ISO 27001. Providing a written statement of compliance is not a
requirement of the risk analysis process.

6. A

Explanation:
The primary outcome of a risk analysis related to ISO 27001 is the
identification of risks. This is done by assessing the potential impact of a
threat and determining the likelihood of an adverse outcome should the
threat occur. Prioritizing of risk management activities, developing action
plans, and providing a written statement of compliance are also important
components of the risk analysis process, but the primary outcome is the
identification of risks.



7. A, C

Explanation:
Eliminating unnecessary access to confidential data is a key risk mitigation
step in ISO 27001. By reducing the number of people who have access to
confidential data, security risks are minimized. Implementing regular
backups is also a key risk mitigation step in ISO 27001. Regular backups
ensure that in the event of a data loss, a copy of the data can be restored
quickly and easily. Outsourcing IT services and replacing hardware every 3
years are not directly related to risk mitigation in ISO 27001.

8. A, B

Explanation:
Increasing the frequency of backups is a key risk mitigation strategy in ISO
27001. By creating regular backups of data, organizations can quickly
restore data in the event of a data loss. Implementing encryption is also a
key risk mitigation strategy in ISO 27001. Encryption makes it more
difficult for malicious actors to access confidential data, reducing the risk of
a security breach. Developing a disaster recovery plan and purchasing new
hardware are not directly related to risk mitigation in ISO 27001.

9. B, C

Explanation:
Risk acceptance is an important component of an ISO 27001 based risk
management strategy. When accepting a risk, one must consider both the
impact analysis and cost-benefit analysis. The impact analysis helps to
understand the potential impact of the risk on the organization, while the
cost-benefit analysis is used to assess the potential costs associated with
accepting the risk, as well as any potential benefits. Mitigation strategy is
also important, but is not directly related to risk acceptance.

10. A, B

Explanation:



Insurance and outsourcing are two common methods of risk transfer in ISO
27001. With insurance, an organization can purchase coverage to offset the
costs of any losses incurred due to a security incident. Outsourcing involves
transferring certain responsibilities and tasks to a third-party provider,
which can help reduce the organization's risk by allowing them to focus on
core tasks. Separation of duties and process redesign are also important for
risk management, but they don't directly transfer risk to a third-party.

11. B

Explanation:
The Risk Owner. The Risk Owner is responsible for managing the risks
identified in an ISO 27001 audit. The Auditor is responsible for performing
the audit. The Risk Assessor is responsible for assessing the risks associated
with the audit. The Risk Manager is responsible for developing a risk
management plan and ensuring it is implemented.

12. A, B, C, D

Explanation:
The risk impact of failing to implement appropriate technical and
organizational measures to protect confidential data is that confidential data
can be compromised, leading to loss of customer trust and potential legal
action. Damage to the organization's reputation is also possible, as
customers and other stakeholders may become aware of the data breach.

13. C, D

Explanation:
The ISO 27001 standard states that the risk  is determined by taking into
account both the potential impact of the risk and the probability of the risk
occurring. The potential impact of the risk is the extent of the damage that
could be caused by the risk. The probability of the risk occurring is the
likelihood that the risk will occur. The amount of resources available and
the cost to the organization are not factors used to determine risk according
to ISO 27001.



14. C

Explanation:
Risk acceptance is the decision to accept a risk and not take any further
action. It is based on the risk assessment and requires an understanding of
the organization's risk appetite. The ISO 27001 standard states that risks
should only be accepted when they are within the organization's risk
appetite and the cost of implementing further protective measures exceeds
the benefit of risk reduction.

15. B

Explanation:
The Statement of Applicability document should include a list of the
security controls selected, an assessment of the risks that those controls
address, and an explanation of the reasons why those controls were
selected. It should also include a description of the security measures that
were implemented and a statement of how the measures comply with the
ISO 27001 standard.

16. A, B, C, D

Explanation:
The purpose of the Statement of Applicability according to ISO 27001 is to
identify the security controls implemented within an organization in order
to protect assets and reduce risks. It should also document the risk
assessment and risk treatment process used to address any identified risks.
Additionally, the Statement of Applicability should demonstrate an
organization’s commitment to information security. Finally, it should
identify all assets and the associated risks in order to ensure that all assets
are properly identified and the risks to them understood.

17. A, C

Explanation:



A Risk Treatment Plan is used to identify, evaluate, and control risks. This
includes creating a list of potential risks, evaluating their likelihood and
impact, and deciding which risks should and should not be accepted.
Additionally, the plan documents the responses to a risk, such as avoidance,
transfer, mitigation, or acceptance. Therefore, answers A and C are correct.

18. B

Explanation:
A risk treatment plan is a document that outlines the steps that an
organization will take to address identified risks to its information assets.
According to ISO 27001, the risk treatment plan should include the
following elements:

Identification of the risk treatment options: This includes
identifying the options available for treating the identified risks,
such as accepting, transferring, avoiding, mitigating or
eliminating the risk.
Selection of the risk treatment options: This includes selecting
the most appropriate options for treating the identified risks
based on the organization's risk appetite and the cost-benefit
analysis.
Implementation of the risk treatment options: This includes
implementing the selected options in a controlled and systematic
manner, including any necessary changes to the organization's
policies, procedures, and controls.
Monitoring and review of the risk treatment plan: This includes
monitoring the effectiveness of the implemented risk treatment
options and reviewing the plan periodically to ensure it remains
current and effective.

The risk treatment plan should be an integral part of the organization's
overall risk management process and should be reviewed and updated
regularly to ensure that it remains effective in addressing the organization's
evolving risk landscape.

19. A



Explanation:
Risk evaluation is the process of assessing the likelihood and impact of
identified risks to the organization. According to ISO 27001, it is an
essential step in the risk management process, which involves evaluating
the risks identified during the risk assessment phase to determine their
potential impact on the organization. The goal of risk evaluation is to
prioritize risks based on their likelihood and impact, and to determine
which risks need to be treated. The risk evaluation process includes
analyzing and evaluating the risks and determining their significance in
relation to the organization's objectives, context, and the information
security risks already accepted by the organization. It also involves
determining the residual risks after the implementation of risk treatment
options. This information is used to make informed decisions about risk
treatment and to develop a risk treatment plan.

20. D
Explanation:
Ignoring risks that have a low likelihood of occurrence Explanation:
According to ISO 27001, risk evaluation should involve assessing the
likelihood and impact of each identified risk, comparing risks to a pre-
determined set of criteria, and consulting with industry experts to determine
potential risks. Ignoring risks based on their likelihood of occurrence is not
a valid method of risk evaluation as it may lead to overlooking potential
threats to the information security.

21. A, C

Explanation:
According to ISO 27001, risk evaluation involves assessing the likelihood
and potential impact of each potential risk. Option A correctly states that
the likelihood of each risk should be assessed and assigned a numerical
value. Option C correctly states that only risks that have the potential to
cause a major impact on the organization should be considered, as these are
the risks that will have the greatest impact on the organization's ability to
meet its objectives. Option B is incorrect as risks that have occurred in the
past may not necessarily be relevant to the current environment. Option D is



incorrect as risks that are within the organization's control should also be
considered and managed.

22. B

Explanation:
Companies can choose different types of assessment scales for the impact
and the likelihood, such as a “high, medium, and low” scale, or one with
numerical values from 1 to 5, etc.

23. C

Explanation:
According to ISO 27001, it is important to identify potential risks through a
systematic and structured process. One recommended approach is
reviewing past incidents and near-misses to identify patterns and potential
vulnerabilities. Another approach is conducting a threat analysis, which
involves identifying and evaluating the likelihood and impact of potential
threats. However, implementing a new software system without testing is
not a recommended approach as it increases the risk of vulnerabilities and
potential incidents. Consulting external experts and industry standards can
also be a valuable approach in identifying potential risks.

24. B

Explanation:
First, the Statement of Applicability is documented, and after that, the risk
treatment plan is formulated.

25. B

Explanation
The Statement of Applicability must include the following information
acording to ISO 27001:

A scope of the ISMS (Information Security Management
System)
The risks that have been identified and assessed



The controls that have been selected and implemented to treat the
risks
Justification for any controls that have been excluded from the
ISMS
A process for reviewing and updating the Statement of
Applicability as needed.

:



Chapter 4 - The Do Phase

1. C

Explanation:
Documentation is important after implementing controls in regards to ISO
27001 because it provides evidence of the implementation and effectiveness
of the controls. This documentation can be used to demonstrate compliance
with the standard, as well as to aid in maintaining and improving the
controls over time. Additionally, having thorough documentation allows for
easy communication and understanding of the implemented controls within
an organization, which can aid in their ongoing management and
maintenance. Without proper documentation, it can be difficult to prove that
controls have been effectively implemented, and it can also be challenging
to assess their ongoing effectiveness.

2. B

Explanation:
ISO 27001 doesn’t specify that a document is needed for every single
detail, but it points out that the organization should keep documented
information in the amount necessary for that organization to make sure that
the activities and controls are carried out as planned.

3. B

Explanation:
The documentation should be reviewed periodically to determine if a
change is required; there is no schedule for making the changes.

4. B

Explanation:



Outsourcing activities, especially those of critical operations, can have a
negative impact on the ISMS; however, the standard doesn’t forbid
outsourcing of such activities. It simply requires that all outsourced
operations are identified and appropriately controlled in regard to
information security.

5. A

Explanation:
ISO 27001 requires companies to control planned changes and review the
consequences of unintended change, while at the same time taking actions
to mitigate unwanted effects.

6. B

Explanation:
According to ISO 27001, risks should be re-assessed periodically or
whenever there is a significant change in the organization that may affect
the Information Security Management System (ISMS). This includes
changes in the organization's structure, processes, assets, or external factors
that could impact the organization's security. The frequency of risk
assessment should be determined based on the organization's risk appetite
and the results of previous risk assessments. It is important to note that the
ISMS should be continuously monitored and reviewed, and any necessary
adjustments or changes to the risk treatment plan should be made as needed.

7. B

Explanation:
According to ISO 27001, the risk treatment plan should include a clear
understanding of the potential impact of identified risks on the organization,
as well as the proposed controls that will be implemented to mitigate or
eliminate those risks. The cost of implementing the proposed controls and
the likelihood of the identified risks can be considered, but it is not a
requirement according to the standard.



8. B

Explanation:
According to ISO 27001, the risk treatment plan should be based on the
outcome of the risk assessment process. The risk assessment process
involves identifying and evaluating the likelihood and potential impact of
identified risks. Thus, when formulating the risk treatment plan, it is crucial
to consider the likelihood and potential impact of the risks as it will help
prioritize the implementation of controls and determine the most effective
and efficient way to address the risks.

9. C

Explanation:
According to ISO 27001, the most important factor to consider when
implementing controls to mitigate identified risks is the effectiveness of the
controls. While cost and ease of implementation are important
considerations, they should not take precedence over the ability to
effectively mitigate the identified risks. Additionally, the ability to monitor
and measure the controls is also important in order to ensure that they are
functioning as intended and to make any necessary adjustments.

10. A

Explanation:
It is important to have available resources when it comes to implementing
the information security risk treatment plan because the resources, such as
personnel, equipment, and budget, are necessary to carry out the necessary
actions to mitigate identified risks. Without adequate resources, it may not
be possible to implement the risk treatment plan effectively and efficiently,
which could result in a lack of protection for the organization's assets.
Additionally, having the necessary resources in place can also help ensure
that the risk treatment plan is sustainable in the long-term.

11. A

Explanation:



The standard requires companies to keep documented information of the
results of the information security risk treatment plan. These results are
usually analyzed during every management review.

12. A

Explanation:
In the Do phase, companies implement numerous information security
controls, processes, and documents, and they put the ISMS into practice on
a daily basis.

13. B

Explanation:
ISO 27001 doesn’t specify requirements for writing such a procedure.
According to ISO 27001, some required documentations when it comes to
implementing the standard include:

Information Security Policy
Statement of Applicability
Risk Treatment Plan
Statement of Applicability
Records of risk assessment and evaluation
Records of risk treatment and acceptance
Records of the ISMS performance and improvement
Records of training, awareness and competence
Records of communication
Records of incident management and incident reports

14. B

Explanation:
The ISO 27001 standard states that an organization must establish,
implement, maintain and continually improve a documented information
security management system (ISMS) that includes records as evidence of
the implementation and effectiveness of the ISMS. These records must be



retained as evidence of compliance with the standard and to provide
information for decision making, continuous improvement and
communication about the ISMS. They should be easily identifiable,
accessible, retrievable, legible and usable. The standard also states that the
organization should determine what records are needed to provide evidence
of the conformity of the ISMS and the achievement of its information
security objectives.

15. B, C

Explanation:
According to ISO 27001, the ISMS documentation is required to ensure
consistent and efficient processes throughout the organization, as well as to
provide a clear understanding of the scope and boundaries of the ISMS.
This documentation includes records of the risk assessment process, the
implementation of controls, and any changes made to the ISMS.
Additionally, it is also used to provide evidence of compliance during
audits.

16. C

Explanation:
As part of the ISMS documentation requirement of ISO 27001, the auditor
will typically request to review the risk assessment report which outlines
the company's approach to identifying, assessing, and mitigating
information security risks. The other options (A, B and D) are not typically
considered part of the ISMS documentation requirement.

17. A, B

Explanation:
According to ISO 27001, after controls have been implemented, it is
important to document the implementation in the company's ISMS records
in order to provide evidence of compliance and demonstrate due diligence.
Additionally, it is important to test the control to ensure it is functioning
properly and effectively mitigating the identified risk. Training employees



and formulating a risk treatment plan for future threats are important steps,
but they come after the control has been implemented and tested.

18. B

Explanation:
The main goal of control implementation in an ISMS according to ISO
27001 is to protect the organization's assets by identifying, assessing, and
mitigating risks to the confidentiality, integrity, and availability of
information. A and D may be beneficial outcomes of control
implementation, but they are not the primary goal. C is also important, but
it is not the only goal of control implementation.

19. B, C

Explanation:
According to ISO 27001, the primary purpose of monitoring and reviewing
the ISMS is to identify and evaluate the effectiveness of the controls in
place (Option B) and to identify opportunities for improvement in the ISMS
(Option C). While compliance with legal and regulatory requirements is an
important aspect of an ISMS, it is not the primary focus of the monitoring
and review process. Demonstrating the ISMS is achieving its objectives is
also an important aspect of monitoring and review, but it's not the main
objective.

20. A

Explanation:
Conducting regular internal audits is the most important step in the ongoing
monitoring and review process because it allows the company to identify
any gaps or deficiencies in the ISMS, and to make changes as needed. This
is important to ensure that the ISMS remains effective in protecting the
company's information assets. Implementing new controls as needed,
documenting all incidents and their resolutions, and evaluating the
effectiveness of the ISMS on a yearly basis are all important steps in the
ongoing monitoring and review process, but they are not as critical as
conducting regular internal audits.



21. D

Explanation:
According to ISO 27001, the first priority in the event of a security incident
is to take immediate action to contain the incident and prevent further
damage. This includes implementing temporary countermeasures such as
disconnecting affected systems from the network, changing passwords, and
shutting down services. Only after the incident has been contained should
the organization move on to conducting an investigation, notifying affected
parties, and reporting the incident to regulatory bodies.

22. C, D

Explanation:
ISO 27001 requires that an incident management process be in place to
ensure that incidents are detected, reported, and responded to in an
appropriate manner. This includes developing plans and procedures for
incident response, recovery, and reporting, as well as providing the
necessary resources to carry out the incident management process.
Additionally, it is also important to recover from incidents effectively by
restoring normal service operation as quickly as possible and implementing
measures to prevent recurrence.

23. C, D

Explanation:
Eradication of the incident is not a step in the incident management process
according to ISO 27001. The correct steps are identification, containment,
and recovery. "Eradication" is not a term used in the standard, and
"Shopping for new office supplies" is not relevant to incident management.

24. C

Explanation:
Incidents should be reported to the IT department and the incident
management team for further investigation. Explanation: ISO 27001
requires that organizations have a process in place for incident



management, including reporting, recording, and investigating incidents. By
reporting incidents to both the IT department and the incident management
team, the organization can ensure that the incident is properly investigated
and that appropriate measures are taken to prevent similar incidents from
happening in the future. Option A) is not ideal as it only involve the
employee's immediate supervisor and IT department. Option B) is not
complete as it does not involve the incident management team. Option D) is
not ideal as it involve senior management team only.

25. C

Explanation:
According to ISO 27001, it is important to have a defined incident
management process in place, including a designated incident management
team, and to take prompt action to contain, investigate and resolve
incidents. Waiting to see if an incident resolves itself would not be
considered best practice as it could potentially lead to further damage or
compromise of information.



Chapter 5 - The Check And Act Phase

1. B

Explanation:
The purpose of the management review is for top management to review
the ISMS of the company at planned intervals in order to ensure it is
suitable, adequate, and effective. Evaluation of the results of measurements
and analyses is just one element of the management review.

2. B

Explanation:
A nonconformity is when a certain requirement is not complied with, such
as a requirement from the ISO 27001 standard, relevant legislation, the
ISMS documentation of the company, etc.

3. B

Explanation:
The ISO 27001 standard states that organizations should continually
improve their information security management system (ISMS) through the
use of a process of continual improvement. This process should involve
regular reviews of the effectiveness of the ISMS, and making changes as
necessary to improve its performance. This can be achieved through regular
management reviews, internal audits, and other forms of monitoring and
measurement, and should be an ongoing effort to ensure that the ISMS
remains effective in protecting the organization's information assets.

4. C

Explanation:



The ISO 27001 standard states that organizations should establish,
implement, maintain and continually improve a performance measurement
system, which includes measurable objectives and targets, to demonstrate
the effectiveness of the ISMS in achieving the intended results. This
includes regularly monitoring and measuring the performance of the ISMS,
as well as analyzing and evaluating the data collected in order to identify
areas for improvement, and taking appropriate corrective and preventive
actions as needed. Additionally, organizations should review the ISMS at
planned intervals to ensure its continuing suitability, adequacy and
effectiveness, and to make any necessary changes.

5. B

Explanation:
ISO 27001 states that an organization should determine the methods for
monitoring the performance and effectiveness of the ISMS, including the
regular assessment of the information security risks, in order to identify any
changes or trends that could impact the organization's ability to achieve its
information security objectives. These methods should be appropriate to the
size and complexity of the organization and the nature of its activities,
products, and services. They should also be consistent with the
organization's information security policy and objectives, and should be
reviewed and updated as necessary to reflect changes in the organization's
environment or in the ISMS itself.

6. B

Explanation:
According to ISO 27001, the objective of the internal audit is to provide
assurance that the ISMS (Information Security Management System)
conforms to the requirements of the standard and that the ISMS is
effectively implemented and maintained. It is also used to identify areas for
improvement and to provide feedback to management. The internal audit
should be planned, executed, reported and followed up in accordance with
the organization's documented procedures. The frequency and method of



the audit should be determined based on the results of the risk assessment,
the significance of the area being audited and the results of previous audits.

7. B

Explanation:
ISO 27001 doesn’t specify that a meeting should be conducted in order for
top management to review the ISMS. The standard simply requires top
management to review the ISMS of the company at planned intervals.

8. A

Explanation:
According to ISO 27001, the management review should consider
opportunities for improvement of the ISMS, including the effectiveness of
the ISMS in achieving the organization's information security objectives,
and the suitability, adequacy and effectiveness of the ISMS in addressing
risks to the organization's information assets. The management review
should also consider any changes in the organization's external and internal
issues that may affect the ISMS, and any feedback from internal and
external parties, including customers and regulatory bodies.

9. B

Explanation:
According to ISO 27001, monitoring the performance and effectiveness of
an ISMS should include the review of security-related incidents and their
causes. This helps to identify areas where the ISMS may need improvement
and allows for the implementation of corrective actions. Surveys of
employees and analysis of ISMS-related costs and benefits may also be
used to monitor the ISMS, but the review of incidents is the key method for
identifying areas for improvement.

10. A, B

Explanation:



Regularly reviewing the list of business assets helps identify any changes
that need to be addressed, such as new or updated assets, or assets that have
been removed. Conducting security audits helps to ensure that the security
controls in place are effective and that any changes needed to the ISMS are
implemented. Storing all documents in a secure location and creating
detailed user profiles are both important activities, but do not directly relate
to monitoring the ISMS.

11. A

Explanation:
According to ISO 27001, an organization's internal audit should take into
account the policies, processes, and procedures related to the information
security management system and should evaluate the documentation,
implementation, monitoring, and review of these system components.
Therefore, A) Documentation, implementation, monitoring and review is
the correct answer.

12. D

Explanation:
According to ISO 27001, an audit of an organization's information security
management system should assess whether the system meets the
organization’s security objectives and whether it complies with the
applicable laws and regulations. Therefore, A) Whether the system meets
the organization’s security objectives and B) Whether the system complies
with the applicable laws and regulations are the correct answers.

13. A, D

Explanation:
According to ISO 27001, an audit of an organization's information security
management system should assess the effectiveness and security of the
system. Therefore, A) The effectiveness of the system and D) The security
of the system are the correct answers.



14. A, B, C, D

Explanation:
The key components of an internal audit report according to ISO 27001
include the audit objectives, scope, findings, and conclusion. The audit
objectives outline the purpose of the audit, such as to evaluate the
effectiveness of the organization's ISMS. The audit scope outlines the areas
which were audited and any specific requirements that were not included in
the scope. The audit findings outline the issues identified during the audit
and any recommendations for improvement. Lastly, the audit conclusion is
a summary of the audit findings and any recommendations for
improvement.

15. D

Explanation:
The purpose of an internal audit report according to ISO 27001 is to
evaluate the effectiveness of the organization's ISMS, identify any areas for
improvement, provide evidence of the organization's compliance with the
standard, and provide a basis for certification. The audit objectives outline
the purpose of the audit, such as to evaluate the effectiveness of the
organization's ISMS. The audit findings outline the issues identified during
the audit and any recommendations for improvement. The audit conclusion
is a summary of the audit findings and any recommendations for
improvement. Lastly, the audit provides evidence of the organization's
compliance with the standard and provides a basis for certification.

16. A, C

Explanation:
The main objectives of a management review according to ISO 27001 are
to confirm that the information security management system (ISMS) is
suitable, adequate and effective, and to establish objectives for
improvement. Option A is correct since confirming that the ISMS is
suitable, adequate and effective is one of the main objectives of a
management review according to ISO 27001. Option C is also correct since
establishing objectives for improvement is another main objective of a



management review according to ISO 27001. Option B is incorrect since
the main objective of a management review according to ISO 27001 is not
to assess the risks associated with the ISMS. Option D is incorrect since the
main objective of a management review according to ISO 27001 is not to
review the financial status of the organization.

17. B, C

Explanation:
The key outputs of a management review according to ISO 27001 are a list
of corrective actions and a revised ISMS policy. Option B is correct since
the key output of a management review according to ISO 27001 is a list of
corrective actions that should be taken to address any issues or risks
identified during the review. Option C is also correct since the key output of
a management review according to ISO 27001 is a revised ISMS policy that
should reflect any changes or improvements that have been made to the
ISMS. Option A is incorrect since the key output of a management review
is not an updated risk register. Option D is incorrect since the key output of
a management review is not a revised budget.

18. A, B

Explanation:
The benefits of a management review according to ISO 27001 are to ensure
compliance with legal and regulatory requirements and to identify
opportunities for improvement. Option A is correct since a management
review according to ISO 27001 can help an organization ensure that it is
following applicable legal and regulatory requirements. Option B is also
correct since a management review according to ISO 27001 can help an
organization identify opportunities for improvement in its ISMS. Option C
is incorrect since the main objective of a management review according to
ISO 27001 is not to assess the risks associated with the ISMS. Option D is
incorrect since the main objective of a management review according to
ISO 27001 is not to review the financial status of the organization.

19. A



Explanation:
According to ISO 27001, the three stages of a nonconformity are
identification, investigation, and resolution. Identification refers to the
process of recognizing a nonconformity and determining its cause.
Investigation is the process of gathering information and evidence to
determine the root cause of the nonconformity. Resolution is the process of
developing and implementing corrective actions to address the
nonconformity.

20. A
Explanation:
According to ISO 27001, when a nonconformity is identified, the
organization should investigate the nonconformity in order to determine the
root cause and develop corrective actions to address the nonconformity.
These corrective actions should then be implemented in order to resolve the
nonconformity.

21. A, B, C, D

Explanation:
Minor nonconformities refer to any nonconformity that has a limited impact
on the organization. Major nonconformities are more serious and have a
greater impact on the organization. Critical nonconformities are the most
serious, and can have severe impacts or threaten the organization’s ability to
meet its objectives.

22. A, B, C, D

Explanation:
Identifying the root cause of the problem is the first step of responding to a
corrective action request. This is essential to ensure that the right steps are
taken to resolve the issue. Documenting the corrective action taken is
important for future reference and to ensure that the same issue is not
encountered again. Monitoring and evaluating the effectiveness of the
corrective action is necessary to ensure that the issue is resolved and



preventive measures can be implemented to reduce the likelihood of
recurrence.

23. A

Explanation:
The best way to ensure continual improvement within the ISO 27001
framework is to regularly review and update the information security
management system. This includes identifying and addressing any security
risks, ensuring compliance with security regulations, and implementing
additional security controls. Without regular review and updating of the
system, the organization may be unaware of any security issues that arise,
putting the system and the organization’s data at risk. Monitoring and
auditing the system, as well as training employees on security policies, can
also help to ensure continual improvement.

24. B

Explanation:
Clause 9.2 from ISO 27001 requires companies to evaluate the ISMS by
defining what needs to be monitored and measured, the methods for
monitoring and analyses, who shall perform the monitoring and when, and
who shall analyze the results and when.

25. B

Explanation:
The main purpose of the internal audit is to provide information on whether
the ISMS is fulfilling the requirements of the company for information
protection, and the requirements of ISO 27001.



Chapter 6 - Overview Of Annex A

1. B

Explanation:
The controls listed in Annex A are not mandatory; a company can choose
for itself which controls it finds applicable, and then it must implement
them.

2. C

Explanation:
The People Controls section of Annex A lays out the policies and
procedures that must be in place to ensure that personnel performing
security-related activities are qualified and reliable. It outlines the criteria
and responsibilities that must be met in order to ensure the integrity of the
system. This includes background checks, drug tests, training, and other
measures to ensure that personnel are sufficiently knowledgeable and
trustworthy to perform the necessary tasks. In addition, this section
provides guidance on the selection, review, and separation of personnel.
Finally, the People Controls section sets forth the requirements for the
management of personnel access to the system, including authorization and
authentication.

3. C

Explanation:
Physical security controls in Annex A include measures to protect physical
assets, personnel, and information from physical harm or destruction.
Examples of such measures include access control systems, security guards,
CCTV cameras, locks and keys, and alarm systems. Physical security also



includes other measures such as environmental controls, such as
temperature and humidity control, to protect sensitive equipment, and
secure storage systems. Physical security measures also include perimeter
security, such as fencing and barriers, to prevent unauthorized access to the
premises.

4. A

Explanation:
Technological controls are defined in Annex A as any measures that use
physical or software-based processes to protect information or systems from
unauthorized access, use, or modification. These measures can include
encryption, access control systems, firewalls, intrusion detection systems,
and other measures that are designed to protect against malicious attacks or
unauthorized access.

5. A

Explanation:
New information systems should be designed and implemented with the
principles of ISO 27001 in mind. This includes taking into account the
potential security risks associated with the system, such as unauthorized
access, malicious software or data breaches. Security controls should be
implemented to reduce the risk of these threats, such as strong
authentication and encryption of data. Additionally, it is important to have a
system in place for monitoring and responding to security incidents, as well
as a process for regularly reviewing the ISMS to ensure it remains up-to-
date with the latest security threats.

6. A

Explanation:
Technological controls from ISO 27001 Annex A are operational security
controls crucial for ensuring secure IT operations, such as protection of



malware, backup, logging, control of operational software, network, etc.

7. A

Explanation:
Information Security should be addressed in every project in regards to ISO
27001 because it sets out a framework of best practices and controls to
ensure the confidentiality, integrity and availability of information. This
ensures that organizations have the proper processes, procedures, and
controls in place to protect their data from unauthorized access, malicious
attacks, and natural disasters. By addressing information security in every
project, organizations can ensure that their data and systems are secure and
that the organization is in compliance with the standards set out by ISO
27001.

8. B

Explanation:
The organization should create documented policies and procedures that
detail the steps taken to protect information and assets. These policies and
procedures should address the identification of assets and the classification
of confidential information, the authentication and authorization of users,
the management of access to sensitive

9. B

Explanation:
Operational security should be managed in accordance with the ISO 27001
standard by instituting a comprehensive set of policies and procedures that
cover all areas of the organization, including the physical environment,
access control, and data security. These policies and procedures should be
regularly reviewed to ensure that they remain up-to-date and effective.
Additionally, it is important to ensure that any changes to the environment
are adequately addressed. It is also recommended that organizations
periodically assess their security posture to ensure that the policies and
procedures are being followed and that any vulnerabilities are addressed.



10. B

Explanation:
Supplier agreements should be documented to make sure there is no
misunderstanding between the company and the supplier regarding their
information security obligations.

11. A

Explanation:
Knowledge gained from analyzing and resolving incidents should be used
for learning from the incidents and reducing the chance of them
reoccurring.

12. B

Explanation:
Intellectual property is just one small aspect of compliance; the purpose of
these controls is to ensure that information security is implemented as
prescribed with the existing ISMS documentation of the company and to
help companies avoid breaches of contractual and legal obligations
connected to information security.

13. C

Explanation:
Topic-specific policies in regard to Annex A and ISO 27001 are policies
that are specific to a certain topic within Annex A and ISO 27001. These
policies are intended to ensure that organizations meet the requirements of
Annex A and ISO 27001, and are often tailored to the particular needs of
the organization. They help organizations to identify and address risks,
ensure compliance with the standards, and maintain effective information
security management systems. Examples of topic-specific policies include
policies related to access control, system security, physical security, and
data protection.



14. A

Explanation:
The sub-topic for securing areas focuses on preventing unauthorized
physical access and damage to the information, and the sub-topic for
securing the equipment focuses on preventing loss, damage, or compromise
of assets.

15. A

Explanation:
According to control A.5.37, companies should document procedures
related to operational security, covering elements such as capacity
management, controls against malware, backup, logging and monitoring,
etc.

16. A

Explanation:
People controls cover security practices from hiring to termination of
employment, going through onboarding, awareness, development of
competencies, and change of functions.

17. C
Explanation:
Annex A of ISO 27001 outlines the controls for supplier management.
These controls are designed to ensure that suppliers are properly managed
and monitored to ensure that they are providing the necessary products and
services to meet the organization’s needs. The following are the main
controls related to supplier management:

Establishing supplier selection criteria to ensure the
selection of suppliers that meet the organization’s needs.



Establishing contractual agreements with suppliers to
ensure that the supplier’s services and products meet the
organization’s needs and requirements.
Monitoring the performance of suppliers to ensure that
they are meeting the expectations set out in the
agreements.
Establishing and maintaining business continuity plans with
suppliers to ensure that the organization can continue to operate
in the event of disruption or failure of the supplier’s services.
Establishing secure communications with suppliers and ensuring
that any data exchanged is encrypted and secure.
Ensuring that the organization is aware of any changes to
the supplier’s services or products that may affect the
organization.
Establishing a process to monitor and review supplier
performance to ensure that they are meeting the
organization’s needs and requirements.
Establishing a process to ensure that the organization is aware of
any changes to the supplier’s security posture and that any
potential risks are identified and addressed.

18. A

Explanation:
People controls in ISO 27001 refer to measures that are put in place to
ensure that only authorized individuals have access to sensitive information.
This includes implementing role-based access controls, background checks,
and security awareness training for employees. Options B and C may be
related to information security but they are not specific to People controls.
Option D is one aspect of People controls but not the only aspect.



19.

Explanation: B, D
Option B is correct because conducting background checks on all
employees can help to identify any potential security risks and prevent them
from accessing sensitive data. Option D is correct because providing annual
security awareness training for all employees can help to ensure that they
understand their role in maintaining the security of the company's data and
are aware of the potential risks and how to mitigate them. Option A is not
correct because security cameras do not prevent unauthorized access, they
only record it. Option C is not correct because a strict password policy is
only one aspect of security and will not prevent unauthorized access by
itself.

20. C

Explanation:
Physical controls are security measures that are designed to protect the
physical assets of an organization, such as buildings, equipment, and data.
Biometric access controls, such as fingerprint or facial recognition, are
considered a physical control because they physically restrict access to a
facility or equipment. Employee background checks and firewall
implementation are examples of personnel controls and technical controls,
respectively. Encryption of sensitive data is considered a logical control, as
it is implemented to protect data while it is stored or transmitted.

21. B

Explanation:
Fire suppression system Explanation: A fire suppression system is a
physical control that can be implemented to secure a data center by
preventing or extinguishing fires that could damage the equipment and
compromise the data stored there. This is different from options A, C and D
which are all examples of logical controls that would have no direct impact
on the physical security of the data center.



22. C

Explanation:
A firewall is an example of a technological control that can be implemented
to protect an organization's information assets by controlling and
monitoring incoming and outgoing network traffic. It acts as a barrier
between the organization's internal network and the external network, such
as the internet, and can prevent unauthorized access to the organization's
systems and data. Options A, B, and D are examples of physical controls,
people controls, and management controls respectively.

23. B

Explanation:
A firewall is a technological control that can help prevent unauthorized
access to a network by controlling the flow of incoming and outgoing
traffic. Background checks for employees and regular security training are
important, but they are not considered technological controls in this
scenario as they address issues related to human behavior rather than access
to the network.

24. B, C

Explanation:
Option B, developing a security incident response plan, is an organizational
control because it involves creating policies and procedures for how the
company will respond to security incidents.
Option C, restricting employee access to sensitive data based on job role, is
an organizational control because it involves creating policies and
procedures for how the company will manage and protect sensitive data.
Option A, installing security cameras in the building, and option D,
updating anti-virus software on all company computers, are both considered
physical or technological controls. These controls focus on the physical
protection of the company's assets and the technology used to protect them.

25. B



Explanation:
Background checks for new employees is an example of an organizational
control as it helps to ensure that only trustworthy and reliable individuals
have access to sensitive information within the organization. Encryption of
sensitive data and regularly scheduled backups of important data are
examples of technological controls, while the installation of firewalls on
network devices is an example of a technical control.
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