Which details are required to be included in a Statement of Applicability?

@ The necessary controls and their justifications for inclusion
@ Aist of risks applicable to the organization
@ Evidence of top management authorization of controls

@ The information security policy



Which item is required to be integrated with the information security management
system requirements?

. The IT service management requirements
@ Third party processes
@ The quality management system

@ The organization’s processes



Which action is a responsibility and authority that top management is specifically required
to assign?

@ Conducting risk assessments at planned intervals
@ Promoting continual improvement
. Ensuring the information security policy is established

. Reporting on the performance of the risk management and controls



Which action is a responsibility and authority that top management is specifically required
to assign?

@ Conducting risk assessments at planned intervals
@ Promoting continual improvement
@ Ensuring the information security policy is established

@ Reporting on the performance of the risk management and controls



Which statement describes the purpose of ISO/IEC 270017

. Provides normative requirements for the development and operation of an ISMS
. Provides a measurement framework allowing an assessment of ISMS effectiveness
. Provides guidance on implementing a process oriented risk management approach

@ Provides guidance on the implementation of information security controls



Identify the missing words in the following sentence.
To understand what may affect the ISMS to achieve its intended outcome, the organization shall
determine [?] that are relevant to the purpose of the organization.

@ guantified and non-quantified benefits
@ needs and expectations
@ customers and interested parties

@ extemal and internal issues



What is the definition for ‘vulnerability’, according to ISO/IEC 270007

. Property of accuracy and completeness

. Potential cause of an unwanted incident, which may result in harm to a system or organization

@ Risk remaining after risk treatment

. Weakness of an asset or control that can be exploited by one or more threats
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Answers:

OPTION A
OPTION D
OPTION D
OPTION D
OPTION A
OPTION D
OPTION D
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